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Agenda

■ Our Development Journey (JRH)

■ Data Management

■ What is REDCap?

■ Why use REDCap?

■ Information Workflow in REDCap

■ Examples of REDCap in Research / Administration

■ Best Practices in REDCap

■ REDCap Availability

■ REDCap Project Development Support

■ Future Workshops and Discussion



Our Development Journey (JRH)

■ 2012

– Microsoft SQL Server

– MySQL

– FileMaker Pro

– Valentina Studio Pro (Xojo)

■ Barriers

– Expensive

– Required significant resources

■ Solutions

– Google Spreadsheets (Simulation Parameters)

– REDCap (Research / Administrative Databases)



Data Management

■ Global view (Data)

– Capture

data capture system that is easy to use and works across multiple disciplines

– Storage

how is data handled over its entire lifecycle

– Sharing

how is the data transferred/transformed and by whom

– Quality

how to assess data quality

– Analysis

how do you represent and store your outcomes

– Compliance

rules that specify safeguards in place for data collected

– Retrieval

data archiving policies

– Reuse

Reuse policies of existing data



Electronic Data Capture

■ Developed by Vanderbilt University in 2004 and open to non-
profit use in 2006 (Current used in ~3800 institutions)

■ Investment (Framework)

– Free (Non-profit and academic institutions)

– Cost associated with infrastructure

■ Accessibility (web-based)

– Promotes multi-site collaborations

■ Customization 

– Fully customizable which encourages use in multiple 
disciplines

■ Secure

– Provides different authentication modes (including 
2FA)

– Powerful User Rights Management with audit logs

■ Data Quality

– Inbuilt data quality checks for missing data



REDCap (Framework)

■ REDCap is NOT a

– Statistical Tool

– Project Management Tool

– Randomization / Anonymization Tool

– Data Storage System (Raw Data)

– Electronic Medical Record (EMR) - SHOULD NOT BE USED FOR THIS PURPOSE



REDCap (Framework)

■ REDCap is a web application for building and managing databases

– can be accessed on any browser on any device that has access to the internet. 

– if you are collaborating in a multi-site trial, regardless of the time zone, everyone is looking at the 
same dataset.

■ Security practices must be instituted on the network and server(s) hosting REDCap and also within the 
REDCap software itself.

– To help protect and secure the data, the application employs various methods to protect against 
malicious users who may attempt to identify and exploit any security vulnerabilities in the system.

– REDCap releases updates frequently especially when a critical bug is reported by a user

■ Much of the security surrounding REDCap relies on the IT infrastructure and environment in which 
REDCap has been installed. 

■ This includes both the web server and database server, as well as the connection between the two and the 
connection of the web server with the REDCap end-user. 



REDCap (First Step)

■ What will be the structure of my data (classical vs longitudinal)?

– This is a very important question as it determines what your data will look like

– Will it be structured or unstructured (ex. Interview that need to be coded and then entered)

■ Will the data be collected remotely or fact to face or via electronic devices (experiment)?

■ Will we use a paper form or an electronic form to capture data?

■ Who will do the data entry, the participant or the research assistant?

■ How many participant groups are there in the study?

■ How will the person enter the answers to these questions?

– Some questions might require the person to type in alpha numeric text

– Some questions might require the person to use the mouse to select a choice



REDCap (Second Step)

■ What is the main priority of the project?

■ What are the primary outcomes of the project?

■ Who are the key personnel involved in the project?

■ Which personnel will have access to what kinds of data (all data vs. deidentified data)?

■ What project metrics will help keep the project on track with its goals?

■ Is your data collection strategy in compliance with the application regulations (Ethics)

– Check and confirm before starting any actual data collection activities.

■ A lot of institutions now use Standard Operating Procedures (SOPs) to streamline this process

– Use of SOPs enhances compliances and increases your chance for success



REDCap (Projects)

■ Projects are the main entities (containers) for data in REDCap

■ Projects can be created for several use cases; 

– In the current version, only the following 2 options will be supported:

■ Operational Support – This option is for administrative projects

■ Research – Almost all research projects fall into this category



REDCap (Projects)

■ Allows you to store some basic information about a project



REDCap (Development - Forms/Instruments)

■ The basic element of a project is called an 
“Instrument” which basically represents a form 
that you use to enter your data

■ The Record ID (ex: Research Participant ID) is 
the key that binds all the data together for that 
participant

■ Provides several field types to easily customize 
your data entry experience

– Text Boxes

– Radio Buttons

– Checkboxes

– Dropdowns



REDCap (Matrix Fields)

■ Matrix fields allows  you  to  display  a  group  of  similar  multiple-choice fields in a very compact area 
on a page.

REDCap consortium resources



REDCap (Signature Fields)

REDCap consortium resources



REDCap (Branching Logic)

■ The fields on a REDCap form can be set to be hidden during certain circumstances (in other words, 
the fields are visible ONLY when the values of some other fields meet certain conditions)



REDCap (Data Entry Types)

■ The forms developed for the project can be completed either by

logging onto the REDCap website  Surveys (no login required – just a weblink)



REDCap (Example Form)

■ Six-minute walk test – with distances completed at each minute



REDCap (Longitudinal Study)

■ A single project can have several forms

■ The forms can be used for single visit data or multiple visits 
(Longitudinal study)

– Advantage – Repeating data collection instruments 

(without the need to pre-define the number of repetitions)
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REDCap (Longitudinal Study)
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REDCap (Surveys)

■ The survey capability in REDCap is both extensive and 
customizable

■ Survey responses get timestamped with the date and 
time when the “Submit” button was clicked by the 
participant.

■ Surveys in longitudinal studies are complex and should 
be designed with care



REDCap (Surveys)

■ Surveys can be sent using 

– public links (anonymous) 

– using personalized links 

▪ Semi-anonymous

▪ Identifiable 

University of Chicago



REDCap (Surveys)

■ Surveys can use Save and Return Later Functionality

– Can use codes for return
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REDCap (Surveys)

■ Use Survey Logins
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REDCap (Surveys)
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REDCap (Critical Step)

■ TEST – TEST –TEST 

■ ALWAYS enter test data

■ Create a set of Test records/data

– include intentionally “wrong” data – to ensure that the application behaves as you expect

■ If possible, have your colleagues enter test data (print the forms)

– their feedback will help you change your design to collect better quality data

■ Check if validation works well

– this will force the user to enter data in a specific way

■ Check if branching logic works well

– questions that should not be seen are indeed hidden

■ Make sure that the questions that absolutely require an answer are marked as required

– else the user can easily skip them

■ Check if records are created in the way you expect them to be created



REDCap (Critical Step)

■ TEST – TEST –TEST 

■ To test a Survey

– Send a link to yourself and to your colleagues

– Take it a few times to make sure instructions and termination options work as designed

– Make sure the survey results are saved in the format you expect



REDCap (Critical Step)

■ Codebook

■ Familiarize with the codes used in your 
project

■ Do they correspond with your project data 
structure and your data analysis



REDCap (Users)

■ All user accounts are created by the 
REDCap Project Manager

– Requests can be made using the 
online form

– Only CRIR members and their 
collaborators can have a user 
account on the platform

■ Once the user is added to the system, the 
PI can add them to their own project and 
assign them the appropriate project rights

– The REDCap Project Manager does 
not grant new users' access to your 
project

– It is the responsibility of PI to assign 
different roles to users so that they 
maintain the confidentiality and 
integrity of the project data



REDCap (Users)

■ Adding team members and configuring 
their different access policies is an 
excellent way to test your project 

■ REDCap provides extremely granular user 
configurations 



REDCap (User Rights Example)

University of Chicago



REDCap (User Rights Example)

University of Chicago



REDCap (Data Export)

■ REDCap allows you to either export 

– “All Data” – This exports all data available in your project

– “Custom Report” – This allows you to filter the data and customize the fields in the report



REDCap (Data View)

■ You can view all reports (“All Data” or “Custom Report”) in REDCap without exporting them



REDCap (Custom Report)

■ The biggest advantage of “Custom 
Reports” is that they automatically get 
updated with new records entered into 
the system
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REDCap (Data Export)

■ REDCap allows you to export data in 
several formats including SAS and R

■ Viewing and exporting reports is the best 
way to test your project

REDCap consortium resources



REDCap (Data Export)

■ This tool gives the user access to export all 
recorded data or selected data fields.

– The default access is “De-
Identified” if user has access to all 
the data

■ The other export options are 

– No Access: User cannot export data

– De-Identified: Free form text fields, 
date/time fields and any fields 
marked as “identifier” removed

– Remove Identifier fields: Removes 
only fields marked as “identifier”

– Full Data Set: User has access to 
export ALL data (Only Project 
Owner and Project Administrator 
should have this right)



REDCap (Project Modes)

Project 

Creation

Project (Development)

- Forms / Survey

- User Rights

- Data Export

- TEST

Project 

(Production)

REDCap Project Manager Only

Project 

(Inactive)

Project 

(Archive)
Return to Development

Only if archived from Development

REDCap consortium resources



REDCap (Production)

■ Production mode puts into place safeguards to protect your real data against loss or damage



REDCap (Production)

■ Altering a database that is in Production can cause data loss. 

■ In order to alter the database, you need to enter the “Draft” mode

■ Avoid

– Changing existing variable names

– Changing existing coded variables



REDCap (Production)

■ Changes made in “Draft” mode are automatically approved if they do not alter the data in any way

■ If changes made in “Draft” mode significantly alter the data, the system will inform the REDCap
Project Manager 

■ The REDCap Project Manager after corresponding with you will then approve those changes to the 
database

REDCap consortium resources



REDCap Tools (Data Management)

■ REDCap Status Dashboard

– Provides a high-level view of data

– Helps identify which portions of data are missing or incomplete



REDCap Tools (Data Management)

■ REDCap Status Dashboard



REDCap Tools (Data Management)

■ REDCap Data Import Tool

– Allows you to import data from a csv file



REDCap Tools (Data Management)

■ REDCap Data Comparison Tool



REDCap Tools (Data Management)

■ REDCap File Repository Tool



REDCap Tools (Data Management)

■ REDCap Randomization Tool



REDCap Tools (Data Management)

■ REDCap Calendar Tool
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REDCap Tools (Data Visualization)

■ REDCap Stats and Graphs Tool

■ Age variability

■ Gender



REDCap Tools (Data Visualization)

■ REDCap Stats and Graphs Tool

■ Specific Outcomes (Speed at 2 min in 6MWT)



REDCap Tools (Data Auditing)

■ REDCap Logging Tool (Accountability)
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REDCap Tools (Data Quality)

■ REDCap Data Quality Tool



REDCap Tools (Data Capturing)

■ REDCap Mobile App 

■ The App should only be used when

– There is no internet service 
(e.g., no WiFi or cellular 
service) 

– Or where there is unreliable 
internet service

■ When back online, you can send 
data to the project’s REDCap server 

■ This will synchronize the mobile 
device’s data with the main 
REDCap project

■ User rights inside the Mobile App 
will follow the user's rights in the 
Project

The Childrens Hospital of Philadelphia



REDCap Tools (Data Capturing)

■ REDCap Mobile App (Examples) 
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REDCap Tools (Data Capturing)

■ MyCap

Jonathan Swafford, Vanderbilt University Medical Center



REDCap Tools (External Modules)

■ Individual Packages of Software Installed by the REDCap Project Manager

– Function at System and Project Level

– Provide Ability to Extend REDCap’s Current Functionality

– Customize REDCap’s Behavior 

– Customize REDCap’s Appearance

– Curated by the Vanderbilt REDCap Technical Team

– New and Updated Modules Released Frequently

– Recommend Testing Prior to Production Implementation



REDCap Tools (External Modules)

■ Example (Dynamically Colored Record Labels)

Andy Arenson and Gunther Rezniczek



REDCap Tools (API)

■ The REDCap API is an interface that allows external applications to connect to REDCap
remotely

– used for programmatically retrieving or modifying data or settings within REDCap

– such as performing automated data imports/exports for a specified REDCap project.



REDCap Tools (API)

■ REDCap API Example



REDCap Security

■ Handle ‘Sensitive’ & Identifiable Data with extra Care

– Be extra careful if you are collecting potentially “Sensitive” and/or Identifiable 
Data.  

– Only collect the minimum identifiable data required. 

– Be sure to flag all identifying data fields as an “Identifier” in REDCap, so that you 
can easily export de-identified data. 

– Assign appropriate Project access rights (eg Data export) to your Project Team. 

■ In REDCap it is easy to download a full set of data, including PHI, if you have the 
permissions. 

– Because of that convenience, it would be easy to download a set to your desktop, 
view the data, and then leave it, forgetting it’s there, even past its usefulness. These 
“forgotten” record sets could get into the wrong hands if left, unprotected or 
forgotten.



REDCap Security

■ The Best Practice is to keep a separate “Master List” that stores the identifiers and 
associates them with the participant ID in REDCap. 



REDCap Security

■ Identify the personal identifiers in this form



REDCap Security

■ HIPAA Identifiers
– Name 

– All geographic subdivisions smaller than state, except for the initial 3 digits of a zip code when it contains more than 
20,000 people.

– All elements of dates (except year) and all elements of dates for ages over 89.

– Telephone Number

– Fax Number

– Email Address 

– Social Security Number 

– Medical Record number

– Health Plan Beneficiary Number

– Account Numbers

– Certificate/license numbers 

– Vehicle identifiers and Serial Numbers, including License Plates

– Device identifiers and Serial Numbers 

– Web Universal Resource Locators (URLs)

– Internet Protocol (IP) Address Numbers 

– Finger and Voice Prints

– Full-face photos

– Any other unique identifying number, characteristic or code



REDCap Security

■ It is the responsibility of BOTH the Project Owner and the Project 
member, who exported the data from the REDCap Project to any 
electronic data storage device such as laptops to

– take adequate measures to protect the exported data 

– ensure its proper use 

■ All Project members with ‘Export Data’ user right should be trained 
and knowledgeable in securely handling the exported data



REDCap Examples

■ Measure the use of an app used in research projects

■ Permission to contact patients for research purposes

■ Telehealth services monitoring

■ Quality Improvement

■ Annual Faculty Reports



REDCap Examples (Systematic Review)



REDCap Examples (Systematic Review)



REDCap Examples

■ CRIR Administration



REDCap Examples

■ CRIR Administration



REDCap Best Practices

■ Determine the data which are required to answer the Research Question(s)

– Do not collect “additional” data which does not add value to your research

■ Plan and review the actual Data Collection workflow. 

– Is it practical and efficient? 

– Identify the necessary logistics, resources and people needed for data collection

■ Always TEST your project 

– Are you able to continue data collection without REDCap in case it is not available

– Are you able to download all of your data

– Check integrity of the data by creating reports

■ Always specify measurement units

■ Always use data validation



REDCap Best Practices

■ Avoid Free-Text fields

– Use categorial response field types instead (dropdown list / radio button)

■ Print PDF forms to use in case the REDCap system is not available

■ Use short and clear variable names

– They should be unique within a project

– Not start with underscore or a number

– Should be descriptive and clear enough to understand what is being collected

■ Provide instructions to reduce misinterpretations

■ Be clear and concise with data questions



REDCap Best Practices

■ Use consistent coding of variables

– Example – 1 = Yes, 0 = No

– ‘Unknown’ or ‘Other Response’ = very large or negative number (999)

■ Avoid missing values

– Try to use “None” / “Not known” etc

■ Group related variables on forms to improve data entry workflow

– Keep forms short to minimize risk of data loss.

■ Do not change variable names or values of categorical field types once you begin collecting real 
data.

■ For a survey with many questions, break them into multiple pages using section headers.



REDCap Project Development Support

■ REDCap Project Manager mandates:

– Assists in designing, creating and administering projects within 
REDCap

– Provides regulatory application guidance to research investigators by 
advising how to manage data and private health records on the 
REDCap platform

– Reviews projects for proper user configurations to ensure security 
compliance

– Ensures data sets are built in a way they will respond correctly for 
analysis by providing application support guidance



REDCap Project Development Support

■ REDCap Project Manager mandates:

– Coordinates and facilitates regular audit activities

– Creates client-server applications for end users (C#, Python, Unity, 
Unreal) and provides assistance in the direct integration of REDCap
databases into research projects. 

– Educates the CRIR community on development techniques and 
approaches through educational workshops as well as in person 
mentoring

– Builds relationships with end-users / labs / groups as point-of-contact 
for any kind of assistance with REDCap.



REDCap Project Development Support

REDCap Project Manager contact information:

■ Email:

– samir.sangani@mail.mcgill.ca

– samir.sangani.cissslav@ssss.gouv.qc.ca

■ Phone Number: 

– (450) 688-9550 ext 4817

■ Prefer to do zoom meetings as 

– Saves traveling time

– Can be scheduled quickly

– Can be recorded for reviewing at a later time

mailto:samir.sangani@mail.mcgill.ca
mailto:samir.sangani.cissslav@ssss.gouv.qc.ca


REDCap Project Manager’s Code of Conduct and Ethics

■ I will ensure my highest priority is to respect the individuals behind the data and will encourage and 
promote the writing and adoption of relevant policies and Standard Operating Procedures to be consistent 
with the institutions ethical principles.

■ I will strive to match privacy and security safety guards with privacy and security expectations. I will 
maintain and protect the confidentiality of any information to which I may have access, regardless of the 
method by which I came into knowledge of it.

■ I understand that the data housed in REDCap needs to be protected in the most secure ways possible. I 
will audit the database in a timely manner, addressing and dealing with any potential issues as soon as 
possible. I will educate myself on all aspects of security, including for the database, the web server, and 
any other relevant area requiring protection.

■ I will use any and all resources and knowledge I have to ensure that REDCap is available more than 99% 
of the time. This includes doing upgrades / maintenance during a time that will have minimal impact to 
the users and participants.  I will ensure that the database backups are viable, retrievable and usable. 

■ I will continue to update and enhance my technical knowledge. I will ensure that my skills are in tandem 
with my responsibilities, and that I am able to quickly and efficiently learn a new skill as required.  I will 
share my knowledge and experience with others.

■ I will communicate with management, users and colleagues about REDCap matters of mutual interest.  I 
will strive to listen to and understand the needs of all parties in all aspects of a project.

REDCap consortium resources



REDCap FAQs
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REDCap Availability

■ ALL CRIR RESEARCHERS AND CLINICIANS (including support from 
REDCap Project Manager)

– housed on a secure Amazon Web Server which is deployed in an isolated, 
three-tiered Virtual Private Cloud

– Any and all web-based information transmission is encrypted by default at 
rest and in flight (in accordance with HIPAA)

– Database backups are performed automatically to enable operational and 
disaster recovery

– To help protect against common web exploits, the application uses an 
enterprise firewall solution, the AWS Web Application Firewall (WAF)

■ Available for FREE – However we do request that if you have funding in your 
grant and if you think the resources provided are helpful please consider 
allocating some amount of funds to REDCap platform.



REDCap Availability

■ Two potential environments – Staging and Production 

■ Once the projects are ready to move to production mode, they will be 
moved to production server (removed from staging server to make space 
for other projects)

■ Regular evaluation of new releases of REDCap and the REDCap Project 
Manager will test them to determine the impact of new features and fixes 
before its implementation in production environment (Upgrades to 
REDCap need to strike a balance between safety of existing projects and 
keeping up with new functionality and pertinent bug fixes)

■ We will be providing Standard Operating Procedure documents for

– Adding New Users

– New Project Requests

– Data Sharing Agreements



REDCap Workshops

■ We are open to offering workshops based on the requirements of the institutions

– The workshops can target both beginners as well as advanced users

■ Beginner workshop would include

– Principles about REDCap

– Best Practices for getting started with online databases and surveys

■ Intermediate / Advanced Workshops would include

– Creating and scheduling multi-site studies (Survey Queues, Calendar scheduling, Alerts and 
Notifications, Data Access Groups)

– Advanced API Use in Research Studies (How to securely receive and transmit data in your 
research experiments)



Thank You!!!


